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September 19, 2017

To: Javier Pineres, Assistant Director — Motor Vehicle Svs
From: Debby Szeredy, Executive Vice President%do/

Subject: Plans to test web-based program: ECOMP
Notification #: GCCC20170378

Please find attached a copy of a letter dated, September 11, 2017 from Alan
Moore regarding the above reference matter.

You are designated as the APWU contact person in this matter. Contact the
USPS representative, Janet Peterson on ext. 5127 as soon as possible for
discussion, if appropriate. Please provide notification of your review to me by
10/16/2017.

Please note: Your secretary should update the Notification Tracking Module
in Step 4 CAS as necessary.

cc: Debby Szeredy, Executive Vice President
Clint Burelson, Director, Clerk Division
Michael Foster, Director, Motor Vehicle Division
Steve Raymer, Director, Maintenance Division
Vance Zimmerman, Director, Industrial Relations
Charlie Cash, Executive Assistant, Industrial Relations
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Notlficatlon Number: GCCV20170378 Log Date: 9/19/2017 Last Updated: 9/19/2017 Las
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USPS Letter Date: 9/11/2017 El Officer Response Date: 110/16/2017 |
USPS Letter Cert No.:
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USPS Rep: Moore, Alan Ed craft: Motor Vehicle
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RE: Plans to test a web-based program titled Employees' Compensation Operation and Mal

Toplc Informatlon: (Add Topic)

Narrative Description:
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LABOR RELATIONS

UNITED STATES

7 POSTAL SERVICE

September 11, 2017 RECE'VED
SEP 15 2017

. . APWU
Mr. Mark Dimondstein OFFICE OF THE PRESIDENT

President

American Postal Workers Union, AFL-CIO
1300 L Street, NW

Washington, DC 20005-4128

Dear Mark:

As a matter of general interest, the Postal Service plans to test a web-based program titled
Employees’ Compensation Operation and Management Portal (ECOMP). The program is
maintained by the Department of Labor.

ECOMP allows employees to electronically file workers compensation forms, track the status of
forms and documents submitted through ECOMP, and electronically upload and submit
documents to existing Division of Federal Employees’ Compensation (DFEC) case files.
Employees in the test sites will be encouraged to use ECOMP but will have the option of using
current methods for submitting and tracking the subject information.

We plan to conduct the test in the Northern Virginia, Greensboro, and Dallas Districts beginning
September 25.

We have enclosed the following:

e ECOMP brochure

e Employee Instructions For Filing a CA-1/2 Claim in ECOMP

» Forgot Password Reset without Password Recovery Settings—Manager Password Reset
Request

e Forgot Password Reset by Telephone

» Forgot Password Reset using your Password Recovery Settings

o Reset my ACE Password in ePRS

Please contact Janet Peterson at extension 5127 if you have questions concerning this matter.

Sincerely,
; _j)w \ _g.f:{-ﬁi%_,cr\__

bv\AIan S. Moore

Manager ’,:? NG ,(ag:\ \\&

Labor Relations Policies and Programs

Enclosures S V-e CJ\( 0 ij

475 L'ENFANT PLaza SW
WasHingTon DC 20260-4101
WWW.USPS.COM



Introducing EGOMP

Effective immediately, the US Postal Service is using the
Employee’s Compensation Operations and Management Portal
(ECOMP) to electronically file workers compensation forms.

ECOMP is a web-based application accessible via the Department of
Labor’s public Internet site. Through this portal, federal workers and

their employers may:

¢ Electronically file workers’ compensation forms;

¢ Track the exact status of any form or document submitted via
ECOMP and

¢ Electronically upload and submit documents to existing DFEC case
files.

For more information, please contact Injury Compensation.

https:/lwww.ecomp.dol.gov




Employee Instructions For Filing a CA-1/2 Claim in ECOMP

After signing into ECOMP with your email address and password, your Employee Dashboard
will be displayed. The dashboard lists all forms you have filed in ECOMP.

Information will be displayed on the process for reporting an injury or iliness to your
organization and claiming benefits, as well as which forms may be filed via ECOMP. To file a
new form, select “File New Form” on the top left of the page. Information about each form and

the filing process will be displayed. Click “File a CA-1 or CA-2" to proceed.

(>) Ecomp'

HOON f Emetmms Hotne ¢ Glaie lududon

Einployee Dashibos d
File New Form
Accens Exeting Form

Upload Document io an
Exsiing Case

Create New Folmn

File CA-7 for an mxisting
cone

How Io Flie a Form

About Accessiblity and 808
Compliance

Filing Forms as un injured
Worker

Roviewing Forme as o
Supervisor

Uploading Documaents 1o
FECA Case Files

Electronic Document
Bubmission Frequentty
Asiad Questions

OBHA Record Kssper User
Oulde

Agency Reviewsr User
Oulde

Agency Mainisnance Help

Next, click “Select CA-1 and Continue” or “Select CA-2 & Continue” to beg

T

ECOMP

About Forms CA-1 and CA-2

WA formm shiovsd | e

Fotm CA-1 iFadaral Tnislipas's Notkcs of Traunatlc By siul Clalin Tot

Bigned in as Geotge Revensugh | Siun Oul | Aciuunl

| in for use By Federst

o
wrnpirre 10 elalm banafta bnder (he Federsl Employess’ Campanaation At fnr & medicsl conattian tesulting fram an incident or activily

DECUTTING BUring one wark shif

Form CAZ iMetice of Occipatbina Dissans awl Clabm ot Compannationd, |8 Tor use oy Fedaral ampioysan 10 claim oenefiis undar ma
Federel Employess’ Compenantion Act for a medical condition resuliing from sn Incident or activity occurming over more then one work shirt.

Haow <k | e i fornd

The process for fling ® form Invalres completing several form sections made up of smeller form-Nling sieps. These individual stepe can be
viewad in the navigation bar on the Iaft Unijees atherwise noted, alr of the flelds in Lhe form muet be completed

fyou fled an OSHA-301, the informetion you entered in thet form will be used to sulomatically flil In maiching fisids on the FECA form, bul

you shoul il arm of the nurrathe eponsds au nesded,

The form mey be saved et sny lime, end compleied later. Once the form has besn
1o OWCP

it wi be by the ]

supervisor and/or the Agency Reviewar before

ECOMP ¢ Emlves Home / feiect Chaln Faan

Employea Dashihoard
Flls New Form
Accons Exdating Form

Upload Document to an
BExsting Case

Create New Forin

Filw CA-T for an waisting
cass

Help

How ta Flle @ Farm

Abaut Accessibllity and 508
Compliance

Flling Forms as an Injumad
Wéorker

Reviewing Forme aes &
Bupetvisor

Uploeding Documents to
FECA Case Flles

Efacronle Documaent
Bubmission Frequently
Asked Questions

OB8HA Record Kespar User
Gulde

Agency Reviewer User
Ouide

Agency Maintonance Halg

Select CA-1 or CA-2

Pilw 2 EAA os CAZ

Signed in s Gaarye Revenainh | Slan Oul | Accoun

2 &

There are two types of injury claims thet may be fllad: CA-1 or CA-2. Only one clalm (either Form CA-1 or Farm CA-2) may be filed
based on a single Incident. Ifyour agency requires & Form OS8HA-301 prior to filing & FECA clalm, ihis means thal only ons FECA

clalm forrn may be fited per OSHA-301

Select e appiopsiate folne
/ﬁ | For Traumatic infury
CA-1 - Federal s Motice of Tr

injury & Clalm for conmmmm af

Pay Compensation

Ume mie form If you have sustained & raumstc injusy on e
Job, A reumetic Injury Is & conaifion of the body caused by &
specific svent or Incident, or series of events or Incidents,
wilhiin & single workdey or shi

Examples of & numstc injury include, & dop Gits, & motor
wahicie accidont of & ehp end fall

Select CA-1 & Contlhue

& For tness
CA-2 - Notice of Ocoupationst Disease and Claim
for Compensation
Use this form Ifyou heve sustained an occupational disease
a8 & resull of your job duBies An occupationsl didesse of
liness is @ by Ihe wark or &
parod longes hiah & single workdsy or shift

Examples of an occupalions! disesss include: noles Induced
hesring lnss, batadd INR0SE of mjuries
duse to repetilve motion.

" Stirst/CAZ & Cantinlr

in filing your claim.




Your name will be pre-populated from your ECOMP account. Enter your social security
number (SSN) and confirm it. The SSN you enter must match the SSN of record for your
ECOMP account.

Enter your date of birth, sex, home telephone number, grade and step as of the date of injury,
home mailing address and dependent information. Notice that ECOMP defaults to “None” so
be sure to update this item if you do have dependents. Your supervisor's email address will be
pre-populated from your ECOMP account, but may be changed if needed. The address must
contain one of the allowable email domains for the Postal Service (xxxx.xxxxx.usps.gov). Click
“Continue” to proceed.
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CA-1 filing instructions are below:

Provide the place where the injury occurred. Also provide the date and time the injury
occurred, as well as your occupation. Describe the cause of injury and the nature of injury, with
as much detail as possible. Note that if you filed an OSHA-301 form for this injury some of this
information will be pre-populated and will not need to be completed unless changes are
needed.

Next, if there was a witness to your injury you may enter his or her name and address. This
step is optional and may be skipped if there was no witness. If you have a statement from a
witness, you may enter the date of the statement and then electronically upload it in the next
step. Click “Continue” to proceed.

Next, you may upload any attachments that you wish to submit in support of your claim, such
as statements by you or any witnesses, or medical reports. Please note that medical bills may



not be uploaded to ECOMP and must be submitted through the established bill submission
process. Claims for reimbursement may not be uploaded and must be submitted through the
central mail facility. Also note that you may upload supporting documents at a later time from
the ECOMP home page if your claim is submitted to OWCP and assigned a claim number.

Finally, a summary of the information you have entered for the CA-1 form is displayed. If
changes are needed to any of the fields, you may use the “Go to Field” button to return to
the portion of the form needing changes. After confirming all information, click “Continue.”

You must then indicate whether you want to claim Continuation of Pay or Sick and/or Annual
leave for any disability resulting from your injury. After making your selection and reading the
displayed certification and authorization statements, click “Sign and File Form” to submit your
claim. You must agree with the displayed statement to proceed.

If your injury did not result in lost time from work or any medical expense, or first aid treatment
only, your claim will not be submitted to OWCP for creation of a case. Rather, it will be
maintained in ECOMP, and may be reactivated by your AR for submission if you incur lost
time or medical expense at a later date. In this circumstance, you wili not be able to go back
later and upload documents using ECOMP because an OWCP claim number is needed to
upload documents after the initial filing.

CA-2 filing instructions are below:

Enter your occupation and the location where you worked when the disease or illness
occurred. Provide the date you first became aware of the illness. Also enter the date you first
realized the illness was caused or aggravated by your employment, explain how you realized
this relationship, and describe the nature of the disease or iliness. If your claim is not filed
within 30 days of the date you became aware of a relationship between your illness and your
employment, you may explain the delay in filing. This field is optional. Note that if you filed an
OSHA-301 form for this injury some of this information will be pre-populated and will not need
to be completed unless changes are needed. Click “Continue” to proceed.

A narrative statement concerning the occupational disease you are claiming should be
submitted along with your CA-2. Your statement should include the information listed on this
page and may be uploaded as an attachment in a subsequent step. If you are not submitting
a statement with your claim, the reason should be explained in the space provided. Click
“Continue” to proceed.

A medical report concerning the occupational disease you are claiming should be submitted
with your claim. The report should include the information listed on this page and may be
uploaded as an attachment in a subsequent step. If you are not submitting a medical report
with your claim, the reason should be explained in the space provided. Click “Continue” to
proceed.

Next, you may upload your narrative statement, medical report, and any other attachments you
wish to submit with your claim, by clicking “Attach New Document.” Please note that medical
bills may not be uploaded via ECOMP. You may also upload additional documents at a later
time from the ECOMP home page once you have received an OWCP case file number. Click

“Continue” to proceed.

A summary of the information you have entered for the CA-2 form is now displayed. If



changes are needed to any of the fields, you may use the “Go to Field” button to return to
the portion of the form needing changes. After confirming all information, click “Continue.”

Finally, after reading the displayed certification statement, click “Sign & File Form” to
submit your claim. You must agree with the displayed statement to proceed.

Once you have completed and submitted your claim in ECOMP:

A confirmation message will then be displayed notifying you that your claim has been
forwarded to your supervisor for review. The ECOMP Control Number (ECN) which has been
assigned to your claim is also displayed. You may use this number to track status of your
claim on the ECOMP home page. You may also view or save a PDF copy of your CA-1 or
CA-2 using the “View” or “Get PDF” buttons.
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An email message will be sent to your supervisor by ECOMP advising that your claim requires
review. After your supervisor has reviewed the claim, it will be forwarded to your
organization’'s ECOMP Agency Reviewer (AR) which is your local HRM Office. The AR will
perform a final review of the claim and forward it to OWCP for creation of a case as needed.
The AR will also print the form and contact you and your supervisor to obtain your signatures
on the form. The CA-1 or CA-2 form with original signatures will be maintained in your local
HRM Office.

If your claim is submitted to OWCP, you will receive an email from ECOMP once the case has
been created which contains your case file number.

You may view a list of all forms you have submitted via ECOMP and their status by visiting
your ECOMP Employee Dashboard.

A claim which has been filed but has not yet been submitted to OWCP may be withdrawn by
locating it in the list of forms and clicking the “Withdraw Claim” button under “More.”



Note: If you need to leave ECOMP in the middle of filing a claim, the form will be maintained
in a draft status for one week. After that point, it will be deleted from the system and you will
need to start over with a new claim form. A claim which is still in draft status may be deleted
by locating it in the list of forms and clicking the “Delete Claim” button under “More.”
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Forgot Password Reset without Password Recovery
Settings—Manager Password Reset Request

If you have forgotten your Password Recovery Settings or have never set your Password
Recovery Settings in eAccess, you can submit a Password Reset Request to your Manager.

ACE
Forgotten Password — “ Sphmi femporary
without Password Pasemo m”"" mf:‘\:g:‘ Password &
Recovery Settings setup “ Reset Validation
g Code

USER Request

APPROVE
Manager

Password Reset
Request usiig
validation Code

MANAGER

elassivond Reset
. —_—

USER

1. Logon to your ACE workstation with the following ID and password:
a. User ID: resetnow
b. Password: ForgotPW1

2. Once logged on the ACE machine, the ‘Welcome to ePasswordReset’ page will appear
(Figure 1).

3. Click the ‘Enter Application’ button.

STATEX

UMTED S

POSTAL SERVICE: =

ePasswordReset

Heln | EAQs LPRS Reports {Asthonized Usars Only)
Welcome to ePassvordReset 7,50
oPasswordReset is a user self-service web application that makes resetting lorgotten, oxpired or first-time user

passwords convenient and saves costs by reducing calls to the help desk agenis

ePasswordReset also offers an } ive Voice R {IVR) interface to the system. it allows users to access the
ePRS system via the 800-USPS-HEL(P) support hot line.

!mporﬁnt Inform'atlon Application Access
Using tha of iR tem involves entering your ACE 1D
and ACE Paseword as a manns of authentication.

In most caees, new passwords are time limited and users are
forced to change their password when they use the new password. I Entsr Application I

" PR Uner Head to Rosot 4 Database Password?
Sunparted Avphications List Kaod fo Rege! 5 UNIK Pasaword?
Mainframe Users - Please note, the Mainfr d reset application is now part of the ePassword Reset System

If you have been redirected here to reset a mamfmme password click "Enter Application”. Enter your ACE ID and
password then select "Mainframe” from the list of available applications.

“Hirs sute 15 brought 1o yon by your Infarmation Tochinology on gt wi

Figure 1. Welcome to ePasswordReset Page

Forgot Password Reset using Manager Password - 1 - Last Updated: 6/22/16
Reset Request - ePRS Quick Guide



UNITED STATES ePasswordReset
POSTAL SERVICE- Quick Guide

4. Click ‘Forgot ACE Password?’ link (Figure 2).

POSTAL SERVICE.
ePasswordReset
ePasswordReset

Validate your Identity

Enter your ACE ID and password.

acEtogoni: |

ACE Pas: o
Forqot ACE Password?

Note: Password is case sensitive

Cancel Conﬂnue_l

This screen wil timeout after 15 minutes of inactivily (15 minutes remaining).
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Figure 2. Forgot ACE Password? Link

5. Enter your ACE ID and click ‘Next’ (Figure 3).

UNITED STATES

POSTAL SERVICE. ePasswordReset

ePasswordReset

Password Recovery

What is your ACE ID?

CF D e

#: Password Reset
« » Check Manager Password Reset Reguest Status

Don't have your ACE ID?
Please contact the USPS Help Desk

. 1-800-877-7435

Figure 3. ePasswordReset — ACE ID

Forgot Password Reset using Manager Password - 2 - Last Updated: 6/22/16
Reset Request - ePRS Quick Guide
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6. If you do not have your Password Recovery Settings setup in eAccess, an error
message will be displayed (Figure 4). Click ‘Submit a request to my Manager to
reset my password’.

UMITED STATES

POSTAL SERVICE. ePasswordReset

ePasswordReset Hm l

Password Recovery

What is your ACE ID?
JOOXXX

Your Password Recovery Settings have not been set up. Please
submit 2 Manager Password Reset Request to reset your password,

& Passward Rese
. Check Manager Password Resel Request Status

Don't have your ACE ID?

N >

Please contact the USPS Help Desk

& 1-800-877-7435

Figure 4. ePasswordReset — No Password Recovery Settings Setup in eAccess

7. Enter any Comments to submit to your manager and click ‘OK’ (Figure 5).

UNITED STATES
POSTAL SERVICE . ePasswordReset

ePasswordReset

Password Recovery

To reset your password, 2 request will be submited to your Manager. To cenfirm vour identity, you must provide a Valigation Code o your Manager 10
approve the request This Code will be provised upon submission of this request. You can retum 1o Forgol ACE Password link 1o check the current
status.

ACEID 00000( Changa

Comments (Optional)}

Yenunanle
EHENBHRIES

Cancel »

Need Help?
Please contact the USPS Help Desk
. 1-800-877-7435

Figure 5. ePasswordReset — Submit Manager Password Reset Request

Forgot Password Reset using Manager Password - 3 -

Last Updated: 6/22/16

Reset Request - ePRS Quick Guide
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8. You will be provided a temporary password that is not valid until after the
Manager has approved your request (Figure 6). Your manager will be required to
enter your Validation Code when approving your request. The Validation Code is the
first 4 characters of your temporary password.

NOTE: It is important that you write down the temporary password. You will need to
replace the XXXX with the last 4 digits of your SSN. This password will not be
provided again after the browser has been closed. If you lose the temporary
password, you will have to withdraw your Password Reset Request and/or submit a
new request.

UMITED STATES
POSTAL SERVICE. ePasswaordReset

ePasswordReset ey

Password Recovery

Your lemporary passwort is Insiructions
1. You will need 10 contact your manager 10 prowise your Vakdation Code
abcdefl2345XXXX Your Vaidation Code & a b cd
1 ' |
Write thie d 2, Once your manager appfoves your rEfues!, please wall 15 minutes aftar

approval 10 sel a new password by logging inlo your workslation of
Repiace XXXX with 1he fast 4 digits of your SSN. This is your temporary password that With yOUT temporary pHESWET
£an be ysed afler your manager approves the request

W The request was submitied '0 your manager
Please contact your manager 1o obtain approval
Retum fo ePasswordReselHome

Figure 6. ePasswordReset — Temporary Invalid Password

9. Contact your Manager to provide the Validation Code to your Manager for approval.
The Validation Code is the first 4 characters of your temporary password.

10. Once your request has been approved by Manager, you can login to your workstation
using the Temporary Password and reset to a Permanent Password. Or navigate to
ePasswordReset to reset to a Permanent Password.

NOTE: Your Temporary password may not work right away - allow 15 minutes
before resetting to a permanent password.

Forgot Password Reset using Manager Password - 4 - Last Updated: 6/22/16
Reset Request - ePRS Quick Guide
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11. Navigate to ePasswordReset and click the ‘Enter Application’ button (Figure 7).

POSTAL SERVICE:
ePasswordReset
Helo | FAQs EPRS Reports (Authorized Users Only)
Welcome to ePasswordReset 2.30)

ePasswordResel is a user self-service web application thal makes resetting forgotten, expired or first-time user
passwords convenient and saves costs by reducing calls to the help desk agents

ePasswordReset also offers an Interactive Voice Response (IVR) interface to the system. It allows users to access the
ePRS system via the 800-USPS-HEL(P) support hot line.

Important Information | Application Access
Using the ePasswordReset system involves entering your ACE ID
and ACE Password as a means of authentication.

In most cases, new passwords are time limited and users are
forced to change their password when they use the new password. I Enter Application I ]
Download the sPRS User Guide

oo the bEE U . Heed (o Reset a Dalabase Password?
Supported Applications Lisy Heod 1o Rosot a UNDX Password?

Mainframe Users - Please note, the Mainframe password reset application is now part of the ePassword Reset System.
If you have been redirected here to reset a mainframe password click “Enter Application”. Enter your ACE ID and
password then select "Mainframe” from the list of available applications.

“hits srte 15 Broggpht 1o you by your Informatson Tachnology orpsnc=atwr

Figure 7. Permanent ACE Password: Welcome to ePasswordReset Page

12. Enter your ACE Logon ID and your APPROVED TEMPORARY ACE password (Figure

8).
POSTAL SERVICE.
ePasswordReset
ePasswordReset
Validate your ldentity
Enter your ACE ID and password.
AcEtogonip: ]
ACE Password: [ |
Forgot ACE 2
Note: Password is case sensitive
| Cancel | Continue
This screen will timeout after 15 minutes of inactivity (15 minutes remaining)
<Ans sre o5 browgght 1o you by your frforiaation Techmology onprnczation

Figure 8. ACE Password: Validate your Identity Page

Forgot Password Reset using Manager Password - 5 - Last Updated: 6/22/16
Reset Request - ePRS Quick Guide
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13. Click the ‘Continue’ button.

14. Enter your new password following the Password Guidelines displayed on the screen
(Figure 9).

ePasswordReset

ePasswordReset Jane Doe

Create New Password

Password Guidelines:
The password musi be at least 15 characlers long
The password must conlain three of the following:

Upper case letters (A-Z)
Lower case letters (a-z)
Numbers (0-9)

Special charadlers (&, §, #)

The password cannot confain your first, last name or your ACE ID
The password cannot be the same as any of the previous five passwords used

Please enter a new password for:
ACE {ACTIVE DIRECTORY)

New Password:

Confirm New Password:

T_l:: screen will fimeaut atter 15 minutes of nactivily (15 minutes rm.'nila}.

Figure 9. Permanent ACE Password: Create New Password Page

15. Re-enter your new password.
16. Click the *Continue’ button.

NOTE: If the password does not meet the password guidelines an error message will be
displayed.
17. Click the *OK’ button on the confirmation message (Figure 10).

Windows Internet Explorer

D] You are about to reset your ACE Password.
L

Click "OK" to continue or "Cancel” to remain on this page.

E OK E[ Cancel ]

Figure 10. Reset Your ACE Password Confirmation Message

Forgot Password Reset using Manager Password - 6 - Last Updated: 6/22/16
Reset Request - ePRS Quick Guide
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18. The ‘Password Reset Successful’ page will be displayed, verifying that your ACE
password was reset successfully as well as listing out all other ACE-enabled
applications impacted by the reset (Figure 11).

UNITED STATES
POSTAL SERVICE.
ePasswordReset

ePasswordReset Jane Smith

Password Reset Successful

Your ACE Password has been reset. Please remember the applications
listed below have also been reset as they all use ACE ID and Password:

ACE (ACTIVE DIRECTORY)

You will receive an email confirming your password change.

Click Finished to exit ePasswordReset.

Finished

NOTE: If you have not set up your Password Recovery Settings, please go to eAccess to set them. The
Password Recovery Settings can be found under the "My Profile” tab once you log in to eAccess Click on the
following link to login to eAccess.

This screen w B timeocut after 15 minutes of inactivity (15 minutes remaining).
Ilus stte £s bawsghr 1o you by your Informmation Tochinofoqy ogganczat 1o

Figure 11. Permanent ACE Password: Password Reset Successful Page

19. Click the *Finished’ button.
20. Click the link to setup your Password Recovery Settings in eAccess.

Forgot Password Reset using Manager Password - 7 - Last Updated: 6/22/16
Reset Request - ePRS Quick Guide
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Forgot Password Reset by Telephone

To retrieve your temporary ACE password by telephone, you must place a call through the
USPS Help Desk (800-USPS-HELP). Users with Locked, Disabled, and Expired Accounts
should call the USPS Help Desk for support. Once you have received your temporary
password, you must reset to a permanent from your workstation or through
ePasswordReset.

Forgotten Password— /) Answor Retieve
Reset using Password 1-800-USPSHELP PAjsword Temporary
Recovery Settings via “ Hocdvory ACE
HelpDesk nt AL Pacsword
Age USER

el 'umumﬂt‘nrtz

Submit
Forgotten Password — m @ 1-80D-USPSHELD
Reset without ————
Password Recovery
Settings setup USER
Via HelpDesk

APPROVE

) B
, 0
elPusswondReset [ f——
o
USER -

Dial 1-800-USPSHELP.

2. At the welcome message, the system will ask if the current call is about an existing
ticket.

o« Answer “No.”
3. The system will then ask if the current call is about changing a password.
e Answer “Yes.”
4. The system will then ask if the password change is for a workstation.
¢ Answer “Workstation.”
5. The system will ask to confirm that the password change is for a workstation.
e Answer “Yes.”
6. The system will ask for your Employee Identification Number (EID) foilowed by the
“#,
a. Enter your EID.

Forgot Password Reset by Telephone =] Last Updated: 5/17/17
ePRS Quick Guide
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b. Enter “#” button on the phone.

7. The system will transfer you to a HelpDesk Agent to complete the reset to a
temporary password.

8. Once you have received your temporary password through the HelpDesk or through
Manager Approval of your Password Reset request, you can login to your workstation
using the Temporary Password and reset to a Permanent Password. Or navigate to
ePasswordReset to reset to a Permanent Password.

® NOTE: Your Temporary password may not work right away - allow 15 minutes
before resetting to a permanent password.

9. Navigate to ePasswordReset and click the ‘Enter Application’ button (Figure 1),

UNITED STATES.
POSTAL SERVICE
ePasswordReset
Help | FAQs

Welcome to ePasswordReset 230
ePasswordReset is a user self-service web application that makes resetting forgotten, expired or first-time user
passwords convenient and saves costs by reducing calls to the help desk agents.

ePasswordReset also offers an Interactive Voice Response (IVR) interface to the system. It allows users to access the
ePRS system via the 80(-USPS-HEL(P) support hot line.

Important Information |Application Access

Using the ePasswordReset system invelves entering your ACE 1D
and ACE Password as a means of authentication.

In most cases, new passwords are time limited and users are forced

to change their password when they use the new password. ' Enter Application | I

Download the ePRS User Guide

Need to Reset a Database Password?
S rted Applicat L Need to Reset a UNIX Password?
Suppofted Apphcations |t Need to Unlock your Mobile Device?

Mainframe Users - Please note, the Mainframe password reset application is now part of the ePassword Reset System.
If you have been redirected here to reset a mainframe password click "Enter Application”. Enter your ACE ID and
password then select "Mainframe" from the list of available applications

“Ifus site 1s brought (o you by your Information Tachnology ongazation

Figure 1. Permanent ACE Password: Welcome to ePasswordReset Page

10. Enter your ACE Logon ID and your APPROVED TEMPORARY ACE password (Figure
2).

Forgot Password Reset by Telephone -2- Last Updated: 5/17/17
ePRS Quick Guide
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POSTAL SERVICE,
ePasswordReset

ePasswordReset

Validate your Identity

Enter your ACE ID and password.

acElogoni: ]

ACE Password: L_ o l
Formot ACE Password?

Note: Password is case sensitive

Cancel Continue

This scresn will timeoud after 15 ies of inacdivily (15 minutes ining).

)

1Hles site o5 browght 1o o by your Irforsastson Toclimodagy organieat on

Figure 2. ACE Password: Validate your Identity Page

11. Click the ‘Continue’ button.

12. Enter your new password following the Password Guidelines displayed on the screen
(Figure 3).

Forgot Password Reset by Telephone -3- Last Updated: 5/17/17
ePRS Quick Guide
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POSTAL SERVICE ePasswordReset

ePasswordReset Jane Doe

Create New Password

Password Guidelines:
The password must be at least 15 characters fong
The password must contain three of the following:

Upper case lefters (A-Z)
Lower case lefters (a-z)
Numbers (0-9)

Special characters (&, $, #)

The password cannot contain your first, last name or your ACE ID.
The password cannot be the same as any of the previous five passwords used

Please enter a new pagsword for:
ACE (ACTIVE DIRECTORY)

New Password:

Confirm New Password:

This screan will timeoud afier 15 minuies of inaclivity (15 minuies ftmnimniz.

Figure 3. Permanent ACE Password: Create New Password Page

13. Re-enter your new password.
14. Click the *Continue’ button.

NOTE: If the password does not meet the password guidelines an error message will be
displayed.

15. Click the ‘OK’ button on the confirmation message (Figure 4).

Windows Internet Explorer

9 You are about to reset your ACE Password.
-
Click "OK" to continue or "Cancel” to remain on this page.

[ OK I][ Cancel ]

Figure 4. Reset Your ACE Password Confirmation Message

16. The ‘Password Reset Successful’ page will be displayed, verifying that your ACE
password was reset successfully as well as listing out all other ACE-enabled
applications impacted by the reset (Figure 5).

Forgot Password Reset by Telephone -4 - Last Updated: 5/17/17
ePRS Quick Guide
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ePasswordReset Jane Smith

Password Reset Successful

Your ACE Password has been reset. Please remember the applications
listed below have also been reset as they all use ACE ID and Password:

ACE (ACTIVE DIRECTORY)

You will receive an email confirming your password change.

Click Finished to exit ePasswordReset.

Finished

NOTE: If you have not set up your Password Recovery Settings, please go to eAccess to set them. The
Password Recovery Settings can be found under the "My Profile™ tab once you log in to eAccess Click on the
following link to login to eAccess.

This screen w i timeout after 15 minutes of Inactivity (1S minutes remaining).
<Ihes srte ¥s brougght to you by your Informetion Techinology onprnszaton

Figure 5. Permanent ACE Password: Password Reset Successful Page

17. Click the ‘Finished’ button.

Forgot Password Reset by Telephone -5- Last Updated: 5/17/17
ePRS Quick Guide
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Forgot Password Reset using your Password Recovery
Settings

If you have forgotten your ACE password, you may retrieve a temporary ACE password
through the ePasswordReset application using the ‘Forgot Password’ link and your Password
Recovery Settings.

Forgotten Password ~ Answer Retrieve
Reset using Password ePussword Reset & Pa.ssword Temporary
Recovery Settings In g (oo

ePRS USER Settngs

1. Logon to your ACE workstation with the following ID and password:
a. User ID: resetnow
b. Password: ForgotPW1

2. Once logged on the ACE machine, the ‘Welcome to ePasswordReset’ page will appear
(Figure 1).

3. Click the ‘Enter Application’ button.

UNITED STATES .
POSTAL SERVICE,
ePasswordReset
Help | FAQs EPRS Reports (Authorized Users Only)

Welcome to ePassyordReset 2.30)
ePasswordReset is a user self-service web application that makes resetting forgotien, expired or first-lime user
passwords convenient and saves costs by reducing calls to the help desk agents.

ePasswordReset also offers an Interactive Voice Response [WR) interface to the system. It allows users to access the
ePRS system via the B00-LISPS-HEL(P) support hot line.

Important Information Application Access

Using the ePasswordReset system involves entering your ACE ID
and ACE Password as a means of authentication.

In most cases, new passwords are time limited and users are

forced to change their password when they use the new password. | | Enter Application [ I

Download the ePRS User Guide

Download the ePRS U e Need to Reset a Database Password?
) ?

Supported ions List Need fo Resel a UNIX Password?

Mainframe Users - Please note, the Mainframe password reset application is now part of the ePassword Reset System.
If you have been redirected here to reset a mainframe password click "Enter Application”. Enter your ACE ID and
password then select "Mainframe” from the list of available applications.

JTies srie 15 brougfit o yor &y your Enforrmation ‘Techmology onyanication

Figure 1. Temporary ACE Password: Welcome to ePasswordReset Page

Forgot Password Reset using Password
Recovery Settings ~ ePRS Quick Guide -=1- Last Updated: 6/22/16
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4. Click ‘Forgot ACE Password?’ link (Figure 2).

POSTAL SERVICE,
ePasswordReset
ePasswordReset
Validate your identity
Enter your ACE ID and password
ACE Password: ]
Foryot ACE Password? ]
Note: Password is case sensitive
I Cancel ] Continue ‘
This screen wil timeout after 15 minutes of inactivly (15 minutes remaining).
s site is brought o yon by your Information Technology onpantcaton

Figure 2. Forgot ACE Password? Link

5. Enter your ACE ID and click ‘Next’ (Figure 3).

UNITED STATES
POSTAL SERVICE. ePasswordReset

ePasswordReset

Password Recovery

What is your ACE ID?

-8 Password Resel
{0} Check Manager Password Reset Request Status

Don't have your ACE ID?
Please contact lhe USPS Help Desk

. 1-800-877-7435

Figure 3. ePasswordReset — ACE ID

NOTE: If you do not have your Password Recovery Settings setup in eAccess, you will
have to submit a request to your Manager to reset your password (See Quick Guide
for Forgot Password Reset Using Manager Password Reset Request).

Forgot Password Reset using Password
Recovery Settings — ePRS Quick Guide -2- Last Updated: 6/22/16
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6. Enter your Password Reset Key and click ‘Next’ (Figure 4). If you do not know your

Password Reset Key, click ‘I don‘t know my Key’.

UNITED STATES
POSTAL SERVICE.

ePasswordReset
Password Recovery
ACE ID: XXXXXX Change

Please enter your Password Reset Key

., QS

Need Help?
Please contact the USPS Help Desk
L. 1-800-877-7435

ePasswordReset

Figure 4. ePasswordReset — Password Reset Key

7. Select your security answer and click ‘Next’ (Figure 5). If you do not know your

answer, click ‘I don't know’.

UNITED STATES
POSTAL SERVICE,

Password Recovery
ACE ID: XXXXXX  Change

What is your favorite type of tree?

v

>

Need Help?
Ptease contacl the USPS Help Desk
$ 1-800-877-7435

ePasswordReset Mo

ePasswordReset

Figure 5. ePasswordReset - Q&A

Forgot Password Reset using Password
Recovery Settings — ePRS Quick Guide

-3~

Last Updated: 6/22/16
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8. If you have correctly answered the Password Reset Key and Q&A, the temporary
password will be displayed (Figure 6). You will need to replace the XXXX with the
last 4 digits of your SSN. If you have failed to answer your responses correctly SEE
SECTION 1.0

UNITED STATES
POSTAL SERVICE - ePasswordReset

ePasswordReset

Password Recovery

Your femporary password is Instructions
To sel 2 new password log In 10 your workstation with your temporary password
abcdef12345XXXX

OR
1 .
Write this down Leain to ePastwoigRese] willl vour ten ey password
Replace XXX with the last 4 digits of your SSN. This is the temporary O It you're having trouble using your temporary pass#ord, please valt 16 minutes and try agaln

password 1o reset 10 a pemrnanent password

Figure 6. ePasswordReset — Temporary Password

9. Click the link ‘Login to ePasswordReset with your temporary password’ to reset to a
permanent password. You can also login to your workstation using the Temporary
Password and reset to a Permanent Password.

NOTE: Your Temporary password may not work right away - allow 15 minutes
before resetting to a permanent password.

10. To reset the Temporary Password to Permanent Password: Click the ‘Enter
Application’ button (Figure 7).

UNITEDSTATES
POSTAL SERVICE
ePasswordReset
Help | FAQs EPRS Reports (Authorized Users Oaly)
Welcome to ePasswordReset 2.30

ePasswordResel is a user self-senice web application that makes resetting forgotten, expired or first-time user
passwords convenient and saves costs by reducing calls to the help desk agents.

ePasswordReset also offers an Interactive Voice Response (IVR) interface to the system. It allows users to access the
ePRS asystem via the BOO-USPS-HEL(P) support hot line.

Important Information Application Access

Using the ePasswordReset system involves entaring your ACE 1D
and ACE Password as 3 means of authentication.

In most cases, new passwords are time limited and users are

forced to change their password when they use the new password. I Enter Application _I

Download the ePRS User Guid

Download the ePRS User Guide Need to Reset a Database Password?
N

Supporied Applications Lisi

Malnframe Users - Please note, the Mainframe password reset application is now part of the ePassword Reset System.
If you have been redirected here to reset a mainframe password click "Enter Application”. Enter your ACE ID and
password then select "Mainframe” from the list of available applications.

Jus sste a5 brougft 1o you 6y your Information Tachnology onpamcation

Figure 7. Permanent ACE Password: Welcome to ePasswordReset Page

Forgot Password Reset using Password
Recovery Settings — ePRS Quick Guide -4 - Last Updated: 6/22/16
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11. Enter your ACE Logon ID and your TEMPORARY ACE password (Figure 8).

Fﬂ@s_imr_’—'—"_
POSTAL SERVICE.
ePasswordReset

ePasswordReset

Validate your identity

Enter your ACE iD and password

ACE Password: | ,
Foruol ACE Password?

Note: Password is case sensitive

[ cancet | Continue |

This screen wik fimeout after 15 minules of nactivity (15 minutes remaining).
Inx site 1s bringgin o you by your Information Facimology onpioczal won

Figure 8. ACE Password: Validate your Identity Page

12, Click the ‘Continue’ button.

13. Enter your new password following the Password Guidelines displayed on the screen
(Figure 9).

POSTAL SERVICE.
ePasswordReset

ePassvordReset Jane Doe

Create New Password

Password Guidelines:
The password must be al least 15 characters long
The password must contain three of the following:

Upper case leflers (A-Z)
Lower case letters (a-z)
Numbers (0-9)

Special characlers (&, $. #)

The password cannol contain your firsi, lasi name or your ACE ID.
The password cannot be the same as any of the previous five passwords used

Please enter a new password for:
ACE (ACTIVE DIRECTORY)

New Password:

Confirm New Password:

Iml Lonnnne I

This acreen will timeout after 15 mnutes of mm\rﬁ 515 minutes mmunnm.
Figure 9. Permanent ACE Password: Create New Password Page

Forgot Password Reset using Password
Recovery Settings — ePRS Quick Guide 5= Last Updated: 6/22/16
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14, Re-enter your new password.
15. Click the ‘Continue’ button.

NOTE: If the password does not meet the password guidelines an error message will be
displayed.

16. Click the ‘OK’ button on the confirmation message (Figure 10).

Windows Internet Explorer

p You are about to reset your ACE Password.
o

Click "OK” to continue or "'Cancel” to remain on this page.

U ok ]| cancel |

Figure 10. Reset Your ACE Password Dialog Box

17.The ‘Password Reset Successful’ page will be displayed, verifying that your ACE
password was reset successfully as well as listing out all other ACE-enabled
applications impacted by the reset (Figure 11).

UNITED STATES
SERVICE,

t ePasswordReset

ePasswordReset lane Smith

Password Reset Successful

Your ACE Password has been reset. Please remember the applications
listed below have also been reset as they all use ACE ID and Password:

ACE (ACTIVE DIRECTORY}

You will receive an email confirming your password change.

Click Finished to exit ePasswordReset.

Finlshed

NOTE: If you have not set up your Password Recovery Settings, please go to eAccess to set them. The
Password Recovery Settings can be found under the "My Profile™ tab once you log in to eAAccess. Click on the
following link to login to eAccess.

This screan w il timeout after 18 of inactivity (15 minut, al
<Hirs stte is broughe 1o you by your Inforination Tachaology onjanicat on

Figure 11. Permanent ACE Password: Password Reset Successful Page

18. Click the ‘Finished’ button.

Forgot Password Reset using Password
Recovery Settings — ePRS Quick Guide -6- Last Updated: 6/22/16
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1.0 Failed Attempts to Reset a Forgotten Password

If you have failed to answer your security responses correctly you can attempt to reset your
password again or submit a Manager Password Reset request,

1. Click ‘Try Again’ and follow the steps to answer the responses correctly and receive a
temporary password (Figure 12). You can also click ‘Submit a request to my
Manager to reset my Password’ if you do not want to try again or the option to Try
Again may no longer be available due to repeated attempts to reset (Figure 13).

NOTE: If there have been too many attempts to reset a password, you will only have
the option to ‘Submit a request to my Manager to reset my password’. If this occurs,
your Password Recovery Settings are cleared from eAccess in an attempt to protect your
account. Once your Manager has approved your request and you have reset your
temporary password to a permanent password, you will be required to set your
Password Recovery Settings again.

UNITED STATES
POSTAL SERVICE. ePasswordReset

Password Recovery

ACE ID: Y0000 Change

X Your attempt to reset your password falled. Please try again or submit a F Reset to reset your password.
Submit § mguest oy Manoges th resel my passawetd >
Neod Help?

Please contacl the USPS Help Desk
. 1-800-877-7435

Figure 12. Failed Password Reset Attempt - Try Again OR Submit a request to my
Manager to reset my password

Forgot Password Reset using Password
Recovery Settings — ePRS Quick Guide -7- Last Updated: 6/22/16
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UMITED STATES
POSTAL SERVICE, ePasswordReset

ePasswordReset Hene

Password Recovery

ACE ID: X)00(XX Change

% Your attempt to reset your password falled. You have ded the ber of tries ali d to reset the
password. Please submit a Manager P. d Reset Request to reset your password.

NOTE: Due to repeated failed attempts to reset your password we have deleted the Password Recovery
Settings you had set in eAccess to protect your account.

Submit a requaest to my Manaaér 1o reset my password >
Need Help?

Piease contact the USPS Help Desk

. 1-800-877-7435

Figure 13. Failed Password Reset Attempt - Submit a request to my Manager to reset my
password

2. After clicking the ‘Submit request to my Manager to reset my password’ link, enter
Comments to submit to your manager.

3. Click ‘OK’ (Figure 14).

UNITEDSTATES
POSTAL SERVICE . ePasswordReset

ePasswordReset Ho

Password Recovery

To reset your password. a request will be submitted 1o your Manaper: To conflom your deniiy, you must provide a Code to your Manager 1o
approve the request. This Code witl be pravided upon submission of his request. You can retum 1o Forgol ACE Password Hnk 10 check the curent
status.

ACEID Y0000 Change

Commaents (Optional)

Cancel >

Need Help?
Please contact the USPS Help Desk
\, 1-800-877-7435

Figure 14. ePasswordReset - Submit Manager Password Reset Request

4. You will be provided a temporary password that is not valid until after the
Manager has approved your request (Figure 15). Your manager will be required
to enter your Validation Code when approving your request. The Validation Code is
the first 4 characters of your temporary password.

Forgot Password Reset using Password
Recovery Settings — ePRS Quick Guide -8~ Last Updated: 6/22/16
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NOTE: It is important that you write down the temporary password. You will need to
replace the XXXX with the last 4 digits of your SSN. This password will not be
provided again after the browser has been closed. If you lose the temporary
password, you will have to withdraw your Password Reset Request and/or submit a
new request,

UNITED STATES
POSTAL SERVICE. ePasswordReset

ePasswordReset iams

Password Recovery

Your temporary password is Instructions

1 You will need to contact your manager 1o provide your Vaiidation Code
abcdefi12345XXXX

Your Valldation Codeis| abcd
' H i

2 Once your manager approves your request, pizase walt 15 minutes after
Write this down approval 10 sel a new password by jogging inlo your workstation or
Replace XXXX wilh the fast 4 digits of your SSN. This is your temporary password that pEasswOIHilese! with your iemporaty password

can be used after your manager approves the request

+ The request was submitted 0 your manager
Please contact your manager to obtaln approval
Retum to ePasswordresetHome

Figure 15. ePasswordReset — Temporary Invalid Password

5. Contact your Manager to provide the Validation Code to your Manager for approval.
The Validation Code is the first 4 characters of your temporary password.

6. Once your request has been approved by Manager, you can login to your workstation
using the Temporary Password and reset to a Permanent Password. Or navigate to
ePasswordReset to reset.

@ NOTE: Your Temporary password may not work right away - allow 15 minutes
before resetting to a permanent password.

7. Navigate to ePasswordReset and click the ‘Enter Application’ button (Figure 16).

Forgot Password Reset using Password
Recovery Settings -~ ePRS Quick Guide -9- Last Updated: 6/22/16
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Welcome to ePasswordReset 2.30)
ePasswordReset is a user self-service web application that makes resetting forgotten, expired or first-time user
passwords convenient and saves costs by reducing calls to the help desk agents.

ePasswordReset also offers an Interactive Yoice Response (IVR) interface to the system. It allows users to access the
ePRS system via the 800-USPS-HEL(P) support hot line.

Important Information | Application Access
Using the ePasswordReset system invoives entering your ACE ID
and ACE Password as a means of authentication.

In most cases, new passwords are time limited and users are
forced to change their password when they use the new password. Enter Application

Download the ePRS liser Guide Need to Reset a Database Password?

?
- riad Avolications 1 ist Need to Reset a UNIX Password ?

Mainframe Users - Please note, the Mainframe password reset application is now part of the ePassword Reset System.
If you have been redirected here to reset a mainframe password click "Enter Application”. Enter your ACE D and
password then select "Mainframe” from the list of available applications.

s size is broggiie o you fry your Information Taclinology onyaizalwon

Figure 16. Permanent ACE Password: Welcome to ePasswordReset Page

8. Enter your ACE Logon ID and your APPROVED TEMPORARY ACE password (Figure
17).

Forgot Password Reset using Password
Recovery Settings — ePRS Quick Guide -10 - Last Updated: 6/22/16
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POSTAL SERVICE .
ePasswordReset -

ePasswordReset

Validate your Identity

Enter your ACE ID and password

ACElogoniD:| |
ACE Password: ]

Fomol ACE Password?

Note: Password is case sensitive

Cancel Continue

This screen will timeout after 15 minutes of inactivity (15 minutes remaining).

Hins site is brought to yon by your Daformation Tecfmology onpantsatios

Figure 17. ACE Password: Validate your Identity Page

9. Click the ‘Continue’ button.

10. Enter your new password following the Password Guidelines displayed on the screen
(Figure 18).

Forgot Password Reset using Password
Recovery Settings — ePRS Quick Guide -11 - Last Updated: 6/22/16
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ePasswordReset

ePasswordReset Jane Doe

Create New Password

Password Guidelines:
The password must be at least 15 characters long
The password must contain three of the following:

Upper case letters (A-Z)
Lower case lefters (a-z)
Numbers (0-9)

Speclal charaders (&, $, #)

The password cannot centain your first, last name or your ACE ID
The password cannot be the same as any of the previous five passwords used

Piease enter a new password for:
ACE (ACTIVE DIRECTORY)

New Password:

Confirm New Password:

Cancel |

This screen wik timeout afler 15 minules of inactivity (15 minutes mruin‘ml).

Figure 18. Permanent ACE Password: Create New Password Page

11. Re-enter your new password.
12. Click the ‘Continue’ button.

NOTE: If the password does not meet the password guidelines an error message will be
displayed.

13. Click the ‘OK’ button on the confirmation message (Figure 19).

Windows Internet Explorer

? You are about to reset your ACE Password.

Click "OK" to continue or "Cancel” to remain on this page.

I ok H[ Cancel ]

Figure 19. Reset Your ACE Password Confirmation Message

Forgot Password Reset using Password
Recovery Settings — ePRS Quick Guide -12 - Last Updated: 6/22/16
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14.The ‘Password Reset Successful’ page will be displayed, verifying that your ACE

password was reset successfully as well as listing out all other ACE-enabled
applications impacted by the reset (Figure 20).

UNIYED STATES.
POSTAL SERVICE

ePasswordReset

ePasswordReset jane Smith

Password Reset Successful

Your ACE Password has been reset. Please remember the applications
listed below have also been reset as they all use ACE ID and Password:

ACE (ACTIVE DIRECTORY}

You will receive an email confirming your password change.

Click Finished to exit ePasswordReset.

Finished

NOTE: If you have not set up your Password Recovery Settings, please go to eAccess to set them. The
Password Recovery Settings can be found under the "My Profile™ tab once you log in to eAccess. Click on the
following link to login to eAccess.

This screen w il imeout after 15 minutes of inactivity {15 minutes remaining).

s stte 15 brouight ro you by your Information ‘Tachnology onganuesat ion

Figure 20. Permanent ACE Password: Password Reset Successful Page

15. Click the ‘Finished’ button.
19, If your Password Recovery Settings were cleared due to too many attempts at

resetting, click the link to eAccess to set up your Password Recovery Settings.

Forgot Password Reset using Password
Recovery Settings — ePRS Quick Guide -13 - Last Updated: 6/22/16
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Reset my ACE Password in ePRS

Using the ePRS application, you may change your password for any application available in
your eAccess profile that uses ACE ID and ACE password.

Enter Change to

ePasswordReset M Current New
i

Change your Password

ACE Password
USER Password

1. Open your internet browser.

2. Navigate to the ePRS application, either:
e Type “ePRS” into the address bar of the web browser, or
» Select the ePasswordReset link on the USPS Blue website.

3. The ‘Welcome to ePasswordReset’ page (Error! Reference source not found.)
appears.

4. Click the ‘Enter Application’ button.
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ePasswordReset is a user self-service web application that makes resetting forgetten, expired or first-time user
passwords convenient and saves costs by reducing calls to the help desk agents.

ePasswordReset also offers an Interactive Voice Response (IVR) interface to the system. It allows users to access the
ePRS system via the 800-USPS-HEL(P) support hot line.

Important Information Application Access

Using the ePasswordReset system involves entering your ACE ID
and ACE Password as a means of authentication.

In most cases, new passwords are time limited and users are
forced to change their password when they use the new password. [ | Enter Application I ]

Download the ePRS User Guide Nosd 1o Reset 8 Detabase Pasowort?

?
Su o ications List Need to Reset a UNIX Password?

Mainframe Users - Please note, the Mainframe password reset application is now part of the ePassword Reset System.
If you have been redirected here to reset a mainframe password click "Enter Application”. Enter your ACE ID and
password then select "Mainframe” from the list of available applications.

Jlits s1te 15 broughte to you by your Information Toclalogy onjanisation

Figure 1. Reset ACE Password: Welcome to ePasswordReset Page
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5. Enter your ACE Logon ID and ACE Password (Figure 2).
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Validate your Identity

Enter your ACE ID and password.

Have you forgotten your ACE ID and Password? Contact the USPS Help Desk at 1-800-877-7435.

ACE Logon ID:
ACE Password:

Note: Password is case sensitive

Cancel Continue

This screen will timeout afier 15 minutes of inactivity (15 minutes remaining).
<Ifies stze 15 Brought to you by your Information Techmology organuzation

Figure 2. Reset ACE Password: Validate your Identity Page

6. Click the ‘Continue’ button.

7. Select the appropriate application that uses your ACE ID and password (typically ACE
Active Directory) (Figure 3).

Note: All applications marked with an asterisk (*) use ACE ID and ACE Password.
Changing the password to any application that uses ACE ID and ACE password will
respectively change the password for all applications marked with an asterisk (*).
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Select an Application

Please select the application for which you wish to reset your password.
(NOTE: You will be asked to confirm your selection before your password is actually reset.)

Application: | ACE (ACTIVE DIRECTORY)

Blackberry
eMARS

Please Note - Applications marked above with an asterisk * use ACE ID and
Password. If you cannot access a system listed with an asterisk

try entering the usemame and password you used to access this
system(ACE |D and password). Changing the password to any
application that uses ACE ID and password changes the
password for all the asterisk * marked applications above

I Logout | Continue

This screen will timeout after 15 minutes of inactivity (1S minutes remaining)

Hurs stie 15 bl 1o W f[v_\mu'.fﬂ@ﬂﬂ‘&ﬁmm ORIt on

Figure 3. Reset Application Password: Select an Application Page

8. Click the ‘Continue’ button.
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9. Click the ‘OK’ button on the confirmation message (Figure 4).

Windows Internet Explorer

<P You are about to reset a passwvord for an ACE ID enabled application.

-\,_'/ NOTE: You are currently logged into ePRS with your ACE ID and password.

Are you sure you would like to continue?

[_ oK ][ Cancel }

Figure 4. ACE ID Enabled Application Confirmation Message

10. Enter your new password following the Password Guidelines displayed on the screen
(Figure 5).

UNITED STATES

ePasswordReset

ePasswordReset Jane Doe

Create New Password

Password Guidelines:
The password must be at least 15 characters long.
The password must contain three of the following:

Upper case letters (A-Z)
Lower case letters (a-z)
Numbers (0-8)

Special characters (&, §, #)

The password cannot contain your first, last name or your ACE ID.
The password cannot be the same as any of the previous five passwords used.

Pilease enter a new password for:
ACE (ACTIVE DIRECTORY)

New Password:

Confirm New Password:

This screen will timeout after 15 minutes of inactivity (15 minutes remaining).

Figure 5. Reset ACE Password: Create New Password Page
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11. Re-enter your new password.
12. Click the ‘Continue’ button.

NOTE: If the password does not meet the password guidelines an error message will be
displayed.
13. Click the ‘OK’ button on the confirmation message (Figure 6).

Windows Internet Explorer

? You are about to reset your eAccess (for IDs on eAccess web page itself ONLY) password,

Click "OK" to continue or "Cancel” to remain on this page.

[ ok || cancel |

Figure 6. Reset Your Password Confirmation Message

14.The ‘Password Reset Successful’ page will be displayed, verifying that your ACE
password was reset successfully as well as listing out all other ACE-enabled
applications impacted by the reset (Figure 7).
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Password Reset Successful

Your ACE Password has been reset. Please remember the applications
listed below have also been reset as they all use ACE ID and Password:

ACE (ACTIVE DIRECTORY)

You will receive an email confirming your password change.
Click Finlshed to exit ePasswordReset.

Flnldlotll

NOTE: If you have not set up your Password Recovery Settings, please go to eAccess to set them. The
Password Recovery Settings can be found under the "My Profile™ tab once you log in to eAccess. Click on the
following link to login to eAccess.

This screen w il timsaul after 15 minules of inactivity (15 minutes ining).
“Mus site 15 brouglie to you by your Informmation Tacimolagy onjanszat on

Figure 7. Permanent ACE Password: Password Reset Successful Page

15. Click the ‘Finished’ button.
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